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The mechanism of the Budapest Convention

Budapest Convention on Cybercrime (2001):

1. Specific offences against and by means of computer
systems

2. Procedural powers with safeguards to investigate
cybercrime and collect electronic evidence in relation
to any crime

3. International cooperation on cybercrime and e-
evidence

+ 18t Protocol on Xenophobia and Racism via Computer
Systems

+ Guidance Notes

+ 2M Protocol on enhanced cooperation on cybercrime
and electronic evidence (Strasbourg, 12 May 2022)

‘ By October 2022: 67 Parties and 16 Observer States ‘

Budapest Convention on Cybercrime
and related standards

“Protecting
you and your
. rights in
Cybercrlme cyberspace” Cybercrime
Convention Programme Office
Committee ( (C-PROC) for
(T-CY) capacity building
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WHcTpymeHTbI BynaneLuTckon kKoHBeHLMM No Gopbbe ¢ knbepnpecTynHOCTbI

5naneLUTCKaﬂ koHBeHUms no 6opbbe ¢
knbepnpectynHocTbio (2001):

1. KoHKpeTHble NpecTynneHns NpoTvB 1 NOCPEACTBOM
KOMMbIOTEPHBIX CUCTEM

2. TMpoueccyanbHble NOMHOMOYMS W rapaHTUK Ans
paccnefoBaHus knbepnpectynneHuit u cbopa aneKTPOHHbIX
[0Ka3aTenbCTB B OTHOLLEHUN Mt06Oro NpecTynnexHns

3. MexayHapoaHoe COTPYAHMYECTBO B cdepe
knbepnpecTynHOCTU W NCMONb30BAHNS ANEKTPOHHBIX
[0Kas3aTenbCTB

+ [lononHuTENbHbIN NpoToKon K KoHBeHLmKM no 6opkbe ¢
knbepnpecTynHOCTbH, 06 MHKPUMUHPOBAHNM PaCUCTCKNX aKTOB
11 COBEPLLEHHOTO kceHodoba npy NOMOLLY MHOPMALMOHHBIX
cucTeMm

+ MeTogmyeckvie pekoMeHaaLmum

+ Bropoi [lononHuTenbHbIn NpoTokon k KoHBeHLn o
knbepnpecTynHOCT O PacLUMPEHUN COTPYAHNYECTBA U
PacKpbITUM 3NEKTPOHHbIX AokasaTenscTs (Ctpacbypr, 12 mas
2022 1.

Ha okTs6ps 2022 r.: 67 rocynapCcTB-y4acTHUKOB 1 16
rocyaapcts-Habntogareneil.

Budapest Convention on Cybercrime
and related standards

“Protecting
you and your
_ rights in
Cybercr|me cyberspace” Cybercrime
Convention Programme Office
Committee < (C-PROC) for
(T-CY)

capacity building

Content of the Budapest Convention

Criminalising o Procedural tools <= | International
conduct " Expedited cooperation
= lllegal access preservation = Extradition
= lllegal interception *  Production orders = MLA
= Data interference = Search and seizure = Spontaneous
= System interference " Interception of information
= Misuse of devices computer data = Expedited
= Fraud and forgery preservation
= Child pornography Limited by safeguards = MLA for accessing
= |PR-offences computer data
= MLA for interception
= 24/7 points of contact

Procedural powers and international cooperation for any criminal
offence involving evidence on a computer system!
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CopepxaHnue byaanewwtckon koHeeHuUum / Content of the Budapest Convention

KpumunHanusauua nosegeHum + MpoueccyanbHbie + MexayHapogHoe

= [IpOTMBO3aKOHHbIN AOCTYN WHCTPYMEHTbI
= HenpaBomepHblil nepexsar Py coTPyARNIECTBO

= BosaelcTame Ha AaHHbIe = Onepatvstioe = Bblgava

=  BospelicTBue Ha hyHKLMOHMPOBaHME obecneyenue =  BsaumHasi npaBoBas NomoLLb
CUCTEMb COXpaHHOCTU = BHennaHoBas MHopMaLms

= [poTUBO3AKOHHOE UCTONb30BAHME = PacnopsbkeHue o = HeotnoxHoe oBecrieverve

= [loanor ¢ ucnonb3oBaHem = OBbICK 11 BLIEMKA b 8
KOMMbBIOTEPHbIX TEXHONOMN _— OTHOLWEHNN [ocTyna K

= [IpaBOHapyLUEeHMs], CBA3aHHbIE C AETCKOM epexsar AaHHbIX 0 SMNEKTPOHHbIM AaHHbIM
nopHorpadue copepxaHuu = BsanmHas nomoLp no

= [lpaBoHapyLueHWsl, CBA3aHHbIE C nepexsary fiaHHbIX
HapyLUEHVeM aBTOPCKOrO MpaBa 1 OrpaHNYeHo rapaHTHAMI = 24]T KOHTaKT - LEHTp

‘

CMEXHbIX NpaB

MpoueccyanbHbie NOAHOMOYUS U MeXAyHapoOHoe compydHU4YecCmeo OMHOCUMENbHO N06bIX Y20/108HbIX
npecmynneHull, ekroyaroujux dokasamesbcmea ¢ Ucnosib308aHueM KOMNbIOMePHOU cucmeMb|

Copepxanune bynanewutckoin koHBeHUun / Content of the Budapest Convention

OnpepeneHus Definitions
_ MatepuansHoe yronosHoe npaso Substantive criminal law

Cratbsi 2 MpoTNBO3aKOHHBI AOCTYN lllegal access

Cratbs 3 HenpaBomepHbIi nepexsat lllegal interception
Cratbsi 4 BospgeiicTBue Ha JaHHble Data interference

Cratbs 5 Bo3geiicTre Ha (yHKLMOHMPOBAHWE CCTEMBI System interference
Crartbs 6 MpoTNBO3aKOHHOE MCNOML30BaHHE YCTPONCTB Misuse of devices
Cratbs 7 [Moanor ¢ Mcnonb3oBaHEM KOMMbLIOTEPHBIX TEXHOMOTUIA Computer-related forgery
Crartbs 8 MoLLEHHNYECTBO C UCMOMb30BAHWEM KOMMbIOTEPHBIX TEXHOMOMNM Computer-related fraud
Cratbs 9 TpaBOHapYLLEHNS!, CBSA3AHHBIE C IETCKO NOpHOrpaduei Child pornography
Cratbs 10 MpaBoHapyLLEHWs], CBA3aHHbIE C HAPYLLIEHWEM BTOPCKOTO NpaBa U CMEXHBIX MpaB IPR-offences

Cratbs 11 MoKyLueHe, coyyacTve U NOACTPEKATENLCTBO K COBEPLUEHNIO, MPECTYNIEHNS Attempt, aiding, abetting
Crartbs 12 KopropaTuBHasi OTBETCTBEHHOCTb Corporate liability

Cratbs 13 CaHKUum 1 Mepbl Sanctions and measures
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CopepxaHnue byaanewwtckon koHeeHuUum / Content of the Budapest Convention

lNpoLeccyanbHoe 3aKoHOAaTENbCTBO Procedural law

Cratbs 14 Cdbepa npumeHeHns npoLeccyanbHbIX HOPM
Cratbs 15 YcnoBws v rapaHTum

Cratbs 16  OnepaTnBHOE 06eCneyeHne COXpPaHHOCTM
XpaHUMbIX KOMMbIOTEPHBIX AaHHbIX

Cratbs 17 OnepaTnBHOE 06€CneYeHNe COXPAHHOCTM
YaCTMYHOE PacKpbITHE JaHHbIX O MOTOKaxX
MHopMaLmm

Cratbs 18 PacnopshkeHue 0 npeLbsBieHm

Cratbsi 19 OObICK 1 BbIEMKA XPaHUMbIX KOMMBHOTEPHBIX
JaHHbIX

Cratbs 20 C60p B pexume peanbHoro BpEMEHM LaHHbIX O
MOTOKax MH(opMaLym

Cratbs 21 [lepexBaT AaHHbIX O COAEpPXKaHNUM

Scope of procedural provisions
Conditions and safeguards

Expedited preservation of stored computer
data

Expedited preservation and partial disclosure
of traffic data

Production order
Search and seizure of stored computer data

Real-time collection of traffic data

Interception of content data

Copepxanune byaanewwutckoi koHeHuumn / Content of the Budapest Convention

Cratba 22 Opucamkums

'naga lll

Cratbs 23 O6LLKe NPUHLMMBI MEXOYHAPOAHOrO
COTPYAHMYecTBa

Cratbs 24 Bbinaya

Cratss125  O6LuMe NPUHLMMBLI B3aUMHOM NOMOLLY
Crarbsi 26 BHennaHoBasi MHopmaLms

Cratbst 27 [poueaypbl HaNpaBREHNS 3aMpOCOB O B3aUMHON
MOMOLLM B OTCYTCTBUE NPUMEHUMbIX
MeXOyHapOAHbIX COornaLleHui

Cratbs1 28 KoHbuAeHUMaNbHOCTL U OFPaHUYEHNS Ha
MCnonb3oBaHue MHopMaLm

MexzyHapoaHoe COTpYaHUYECTBO International cooperation

Jurisdiction

General principles relating to international cooperation

Extradition
General principles relating to mutual assistance
Spontaneous information

Mutual assistance in the absence of applicable
international instruments

Confidentiality and limitation on use
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CopepxaHnue byaanewwrckon koHeeHummn / Content of the Budapest Convention

- MexgyHapofjHoe COTpYAHMYECTBO International cooperation

Cratb129  HeoTnoxHoe obecneyeHne CoOXpaHHOCTU XpaHALLMXCA Expedited preservation of stored computer data
KOMMbIOTEPHBIX JaHHbIX

Cratb130  HeoTnoxHoe packpbiTe COXpaHEHHbIX LaHHbIX O MOTOKaX Expedited disclosure of preserved traffic data
MH(hopMaLmm

Cratbst 31 B3aumHas nOMOLLb B OTHOLLEHMM AOCTYNA K XpaHALLMMCS Mutual assistance regarding accessing of stored computer
9NEKTPOHHBIM AaHHBIM data

Cratbs1 32 TpaHcrpaHUyHbIit AOCTYN K XPAHALLMMCS KOMMBIOTEPHBIM Trans-border access to stored computer data with consent
[aHHbIM C COOTBETCTBYIOLLEr0 COrnacus Unm K or where publicly available
00LLea0CTyNHBIM AaHHBIM

Cratb1 33 BsaumHas npaBoBasi noMoLLb Mo cbopy AaHHbIX 0 moTokax B Mutual assistance in the real-time collection of traffic data
PeXuMe peanbHOro BpeMeHI

Cratbst 34 B3aumHas noMoLLb Mo NepexBaTy AaHHbIX Mutual assistance regarding the interception of content data
Cratbsi 35  CeTb 24/7 24/7 Network

|| 3aowrensiie nonoxenns [ Finalprovisions
Cratby 3aKnounTeNbHbIE MOMNOXEHMUS Final provisions
36-48

Content of the Budapest Convention: example ransomware

Convention on Cybercrime

Article | Budapest Convention on Art. 14-21  Procedural powers Article | 2@ Additional Protocol to Convention
Cybercrime on Cybercrime

Art. 2 llegal access ‘ Art. 7 (Direct) Disclosure of subscriber
information

Art.3  lllegal interception
J _ P Art.8  Giving effect to orders from another
Art. 4 Data interference Ra nsom- party for expedited production of

Art.5  System interference » ' subscriber information and traffic
Art. 6  Misuse of devices Wa re data

Art.9  Expedited disclosure of stored

Art. 7 Computer-related forgery .
Offe n Ce S computer data in an emergency
Art. 8 Computer-related fraud .
— . Art. 10  Emergency mutual assistance
Art. 11 Attempt, aiding, abetting Att. 11 Video conferencing
Art. 12 Corporate liability

Art. 12 Joint investigation teams and joint

Art. 13 Sanctions and measures Convention on Cybercrime investigations

Art. 23-35 International cooperation
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CopepxaHue byaanelTCKoOn KOHBEHLNMK:
npMMepbl ransomware

TaTbsl | BymaneLwTckas KOHBEHLMS Mo T ByanewTCKas KOHBEHLMS
Gopbbe C knGepnpecTynHOCTLHI0 2-i [lononHUTeNbHBbI NPOTOKON K
Grarea 2| Moo HEoeaeR LR BTy Cratbu  [poueccyanbHoe BynanetwTckoit KoHBeHLM

14-21 3aKOHOAATeNbCTBO

; 7

Crata3  HenpasoMepHbiit nepexsar Cratea (HenocpngBeHHoe) PackpbiTne
cBeaeHuin 06 aboHeHTax

Cratbs 4  BoageiicTBuE Ha JaHHbIE . .

Crama8  BpinonHeHWe pacnopsikeHui apyroi

CTOpOHbI OTHOCUTENBHO

R ansomware npefocTaBneHns cBeaeHNi o6

aboHeHTax 1 TEXHUYECKNX MapaMeTpoB
Tpadhuka B YCKOPEHHOM Mopsizike

Cratba 5  BoasgeiicTaue Ha
(hyHKLMOHMPOBAHME CUCTEMBI

Cratba6  [poTMBO3aKOHHOE
1CroNb30BaH1e YCTPOCTB

Crate 7 [lognor ¢ UCnomnb3oBaH1EM » ﬂ pe CTyrU'I e H M ﬂ « Cratbn 9

! YCKOPEHHOE PackpbITUE XPaHUMbIX
KOMMbIOTEPHbIX TEXHOMOTUN

(BbIMOFaTeJ'I bCTBO)) KOMMbIOTEPHbBIX AaHHbIX B
CraTesi8  MoLuEHHU4ECTBO C 4pe3BblyaliHoN cUTyaLuu
UCNONb30BaHNeM KOMMNbOTEPHbIX .
TexHomomit CramA 10 B3auMHas NOMOLLb B Ype3BblyaiHbIX
Crarbs 11 [lokyLueHue, coyyactue unm caTyaLmsx
MOACTPEKATENLCTBO K Cramea 11 ByaeokoHbepeHLmum
COIEIIE T, Ol Cratbs BypaneLuTckas KoHBEHLWS! Cramea 12 CoBMECTHbIE CTIEACTBEHHbIE TPYMMbI 1
Cratba 12 KopnopaTuBHasi OTBETCTBEHHOCTb Crarbu MexzayHaposHoe COBMECTHbIE paccnefoBaHus

Cratbsi 13 CaHKLMM 1 Mepbl 23-35 COTPYAHUYECTBO

How to accede to the Convention on Cybercrime

Treaty open for accession (article 37)

Phase 1: Phase 2:

= A country with legislation in place or | | = Domestic procedure (e.g.
advanced stage decision by national Parliament)

= Letter from Government to CoE = Deposit of the instrument of
expressing interest in accession accession

= Consultations (CoE/Parties) in view
of decision to invite
= |nvitation to accede
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Kak npucoeanHntbes k KoHBeHUmm no Gopwbe ¢

[loroBop OTKpLIT ANA NpucoeanHeHus (ctatba 37)

Otan 1:

= [oCyaapCcTBo, HOPMaTUBHO-
npasoBas 6a3a KOTOporo yxe
CYLLECTBYET UMK HAXOAMTCA Ha
NPOLBMHYTOM YPOBHE

= [luceMo oT MMenu MpaBuTensCTBa,
afpecosaHHoe CoeTy EBponbl, B
KOTOPOM BbIpaxaeTcs xenaHue
NPUCOEANHUTLCS K KOHBEHLM

= KoncynbTauum (CE/CTOpPOHLI) B
Liensix pacCMOTPEHNS BO3MOXHOCTM
NpeAoCTaBNEHNS NpUrNaLleHns

= [lpurnailenue ans npucoeanHeHus

Otan 2:

= BHyTpeHHwe npouegypbl
(Hanpumep: peLLeHne
MNapnameHTa)

= [lenoHMpoBaHwe JOKyMEHTa 0
npucoeanHeHNN

Cdpepa oxBata koHBeHLM No 6opbbe ¢ knbepnpecTynHOCTbI

{

+ -
° °
D ]
L
l'ocynapcTBa-y4acTHuKM 67 -
2 .

MpurnaluexHbIe BCTYNUTL 14

MoanucasLume:

= 8

[Ipyrvie rocyAapcTaa Ybe MaTepuanbHoe yrofoBHoe Npaso B GOMbLUOM pasMepe
COOTBETCTBYET ByAANeLUTCKON KOHBEHLUM

[Lpyrve rocyfapcTaa Ybsi HopMaTUBHO-NpaBoBast 6asa OCHOBLIBAETCS HA
BynanetuTckolt KoHBEHLM

Indicative map only £

45+ .

30+

= 75+
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@BUDAPEST CONVENTION ON CYBERCRIME P
OF THE COUNCIL OF EUROPE

OF ASIN((NOV

CONVENTION DEBUDAPEST SUR
DU

20 net bypanewwTckoit KonBeHumu (2001-2022): rnobansHoe
BO3/eiiCTBIE

67 rocymapcTB-uneHoB v 16 CTOPOH NOAMMCABLUMX 1
NpUrNaLleHbIX NPUCOEANHNTLCS K KOHBEHLMM

120+ rocyaapCTB: HOPMbI MaTepuansHOro npasa
COOTBETCTBYHOT MONOXeHUsM KOHBEHL K

150+ rocyaapcTs: UCNONb30Ban KOHBEHLMIO B Ka4ecTse
PYKOBOZACTBA MM UCTOYHMKA

180+ rocyaapcTB y4acTBOBanu B MeponpusTusix no 6opbbe
C knbepnpecTynHOCTLI0, OpraHn3oBaHHbIX CoBeToM EBponbI
[NooLLpeHne BEPXOBEHCTBA NMpaBa 1 NPOABWKEHE NPaB
YenoBeka B k1bepnpocTpaHcTBe

20 years of Budapest Convention (2001-2022):

global impact

67 Parties + 16 signatories and States invited to

accede

120+ States with substantive laws aligned with BC
150+ States have used it as a guideline or source
180+ States have been participating in COE
activities on cybercrime

Promoting rule of law and human rights in

cyberspace

www.coe.int/cybercrime

NEW: 2nd Additional Protocol to the Convention on Cybercrime

Protocol on enhanced
cooperation and disclosure of
electronic evidence .

Negotiated 2017 — 2021 by Parties to the
Budapest Convention

Opened for signature in May 2022

Key provisions:

Direct requests to registrars and orders to service
providers for data to identify registrants of domains
(Article 6) or subscribers of services (Article 7)

Giving effect to production orders from another Party
(Article 8)

Expedited cooperation in emergencies (Articles 9 and
10)

Tools for mutual assistance (Article 11 - video
conferencing and Article 12 — joint investigation
teams and joint investigations)

Rule of law and data protection safeguards (Articles
13 and 14)
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Hosbi: Bropon [JononHuTenbHbIA NpoTokon K KoHBeHLMM 0 knbepnpecTynHocTH, 0

paclunpeHnn coTpyaHU4eCTBa N PacKpbITUKU SNEKTPOHHbBIX JOKa3aTesIbCTB

MpoTokon o paciumpeHum OCHOBHble NONOXeHus:
coTpypHuuecTBa B chepe
kubepnpecTynHOCTU U PacKpbITUU
AJIEKTPOHHbIX AOKa3aTesibCTB

= [IpsiMble 3anpockl K perncTpaTopam v NocTaBLUyKaM
YCAYT B LEMsIX MoNyyYeHne AaHHbIX Ans
naeHTUdMKaLMM BriaaenbLieB JOMEHOB (cTaTbs 6)

B nepvwop 2017 — 2021 r. rocypapcTsa- i aBoHeHToB (CTaTbA 7)

uneHbl byganewutckon KoHBeHLmMM Benu = [lpuMeHeHWe pacnopskeHns 0 NpedbsaBNeHUn OT
neperosopsl apyroro [ocyaapcTea-uneHa (cTatbs 8)
OTkpbIT Ang nognucaHus B mae 2022 r. = YCKOpPEHHOE COTPYAHMYECTBO B SKCTPEHHbIX

cutyauusix (ctaton 9 1 10)

= /IHCTPYMEHTbI OKa3aHus B3aMHOM NOMOLLM (CTaTbs
11 — BugeokoHdepeHLmmn 1 ctatbst 12 — COBMECTHbIE
CreLCTBEHHbIE rPYNMbl M COBMECTHbIE
paccrnefoBaHus)

= BepxoBeHCTBO NpaBa W rapaHTWm 3aLuThbl AaHHbIX
(ctatbyn 13 1 14)

BynanewTckas koHBeHLMs no 6opbbe ¢ knbepnpecTynHOCTbIO:

C nposegeHnem Mep no HapalBaHWo NoTeHUMana

Budapest Convention on Cybercrime
and related standards

“Protecting
you and your
rights in
Cybercrime cyberspace” Cybercrime
Convention Programme Office
Committee ( (C-PROC) for
(T-CY) capacity building
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20+ years of Convention on Cybercrime: Lessons learned

1. Convention on Cybercrime is in place and functioning » helped create or strengthen the legal
basis for criminal justice action and cooperation on cybercrime and e-evidence in majority of
countries

2. Convention remains highly relevant (accepted criminal justice concepts, technology-neutral
language) & up-to-date (Guidance Notes, protocols)

3. Article 32b (transborder access) P very limited scope (see Guidance Note)

4. Capacity building essential » Convention serves as catalyst

5. Additional tools needed for the disclosure of electronic evidence (direct cooperation with
providers, government-to-government, emergency situations) » 2" Additional Protocol to
Convention on Cybercrime

6. Human rights and rule of law, including data protection, safeguards (otherwise no acceptance)

7. Assessment of implementation by Parties to ensure effectiveness and share experience

20+ net bypaneLuTckoi KOHBEHUMK : 3BIIeYEHHbIE YPOKM

1. KoHBeHLus 0 knbepnpecTynHOCTM CyLlecTByeT 1 AeicTByeT B> BOMbLUMHCTBO CTPaH PYKOBOACTBOBANMCH
KoHBeHLel B npoLecce CO3AaHNA UK YKPENNEHNs HOPMaTUBHO- MPABOBOM OCHOBLI ANS PErynupoBaHNs JenCTBui
YronoBHOrO NPABOCYAMS U COTPYOHNYECTBA B 06nacTu kKnbepnpecTynHOCTY U SNEKTPOHHbIX JOKa3aTenbCTB

2. KoHBEHLMs 0CTaeTCs BECbMa 3HauMMON (MPU3HaHHbIE MPUHLMMLI B 0B1aCT YTONOBHOTO NPaBoCYaus,
TEXHOIOTMYECKN HeNTparbHble TEPMUHBI) & aKTyanbHOW (METOANYECKE PEKOMEHAALMM, MPOTOKObI)

3. Cratbsi 32b (TpaHcrpaHuyHbiii locTyn) P> orpaHuYeHHbIR XxapakTep (CM. METOAMYECKe pekOMeHaaLmMK)
4. [leATenbHOCTb NO YKPEMMEHWIO NOTEHLMANA MMEET BaXHOe 3HaueHue B> KOHBEHLMS CIyKWT KaTanm3aTopom

5. Heobxogumbl SONOMHUTENbHBIE MHCTPYMEHTBI ANS PACKPBITUS 3MEKTPOHHbIX JOKa3aTenbCTB (HeNoCpeacTBEHHOE
COTPYAHNYECTBO C MPOBaNAepamMm, MEXNPaBUTENbCTBEHHOE COTPYAHUYECTBO, SKCTPEHHbIE CUTyaLum) B> 2-i
[JononHuTtenbHbIA npoTokon K byaanewTckon KoHBeHLMm

6. [paBa YenoBeka 1 BEPXOBEHCTBA NpaBa, BKIoYast 3alLMTy AaHHBIX, FapaHTuK (B NPOTMBHOM Cryyae He
MPUHUMAETCS)

7. Ynenbl-TocynapcTea OLEHMBAIOT OCYLLECTBIIEHe KOHBEHLMM Ansi NOBbILIEHWS! 3DEKTUBHOCTM M OGMEHA OMbITOM

10



09/10/2022

Kazakhstan — Council of Europe cooperation on cybercrime: COpr}J,HVI‘ieCT;O KasaxctaHa n COBT(Ta EBponbi B Oﬁl'éaCTVI KMGepI‘IpeCTy_I'II_HgﬁTMZ
Visit of the Cybercrime Convention Committee (T-CY) and workshop R s U nclbepnpecryntocT (T-CY) 1

Astana, 10-11 October 2022 npoBeaeHIe CeMMHapa
. i ActaHa, 10-11 okTs6ps 2022 .

CotpyanunyectBo Kasaxctana n Coseta EBponbi B o6nactu
KnbepnpecTynHocTH

Kazakhstan and the Convention on Cybercrime

10 okta6ps 2022
Mapkko KyHHany
Anekcangp 3erep UneH komuTeTa KoHBEHLMM MO
PyKOBOﬂV]Teﬂb oTAena no sonpocam KVI6epnpeCTyl'|HOCTI/I K|/|6epnpeCTynHOCTy| (T.CY)
CoBeT EBponbl

COUNCIL OF FEUROPE

CONSEIL DE 'EUROPE

www.coe.int/cybercrime

Kazakhstan and the Convention on Cybercrime

* 2018 - Interest expressed by authorities of Kazakhstan in Convention on Cybercrime
» December 2018 - Visit by COE experts and workshop in Kazakhstan

» December 2019 — Assessment report by COE experts on domestic legislation of Kazakhstan against
provisions of Convention on Cybercrime with proposals for reform:

— Concepts/definitions of different categories of data (e.g. subscriber information, traffic data)

— Clarification of some substantive criminal law provisions (e.g. generic provisions are used for illegal
interception, forgery, fraud)

— Some specific powers to secure e-evidence needed (e.g. expedited preservation of data)

— Concerns regarding safeguards (e.g. interception authorized by prosecutor in Law on Operational
Search Activity).

* Next:
— Information needed on reforms undertaken or envisaged
— Dialogue + cooperation in view of possible accession

11
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KasaxcTaH 1 koHBeHUus no 6opbbe ¢ knbepnpecTynHOCTLH

» 2018 - Bnactu KaszaxcraHa Bblpasuni 3aMHTEPECOBaHHOCTb Kk KoHBeHLmM no Gopsbe ¢
KnbepnpecTynHOCTbH
» [ekabpb 2018 — Buaut akcneptos Coseta EBponbl (CE) u nposeneHne cemnHapa B KaszaxctaHe
» [ekabpb 2019 — akcneptbl CE cocTaBumm 0T4ET Mo OLEHKE YPOBHS COOTBETCTBUS HALMOHANBHOTO
3akoHopatenbcTBa Kasaxctana k nonoxeHusm KoHseHLuu no 6opbbe ¢ kubepnpecTynHOCTbI0, npeanaras
NpOBeCTU crieayoLyie pechopmbl;
— KoHuenuuw/onpeaeneHus pasHbix kKaTeropuin aHHbIX (Hanpumep: uHopmaLms 06 aboHeHTax, AaHHbIE
0 NoTOKax)
— PasbacHeHue HekoTopbIx NonoxeHnit MaTepuanbHO-yronoBHOro npaga (Hanpumep: o6LLMe NONOKEHNS
VCMOMb3YTCS ANS HEMPaBOMEPHOTO NepexBaTa, MOAMNOra 1 MOLEHHNYECTBa )
— OnpegenexHble NONHOMOYNS 4115 06eCrneyeHns ANEKTPOHHbBIX AoKasaTenbCcTB (HeoTnoxHoe
obecneyeHe COXPaHHOCTI XPaHSLLUXCS KOMMbIOTEPHBIX AaHHbIX)
— OnaceHue 0THOCUTENBHO rapaHTUil (Hanpumep: NepexsaT CaHKLMOHMpyeTcs [poKkypopoMm B pamkax
3akoHa 06 onepaLyMoHHbIX CNIEACTBEHHDBIX AEACTBUSX).
* [locnenytowye waru:
— Heobxoaumas uHdopmaLys 0 NpeanpuHATLIX 1 MPEACTOALMX pedopmax
— [Jmanor + coTpyAHMYECTBO B LiEMNsiX BO3MOXHOIO NpUCOeaNHEHNS!

Kazakhstan: assessment report 2019

| Useoftrns |

Art. 1 Definitions Partially covered by Article 3 of the Criminal Code of the Republic of Kazakhstan (CC),
Law on Informatisation Criminal Code of the Republic of Kazakhstan of 3 July 2014 No.
226-V

Cwserivecimnala |

Art. 2 lllegal access Partially covered by Article 205 as well as Article 147, 148 and Article 223 of the CC

Art. 3 Illegal interception Partially covered by Article 208 as well as Article 147, 148 and 223 of the CC

Art. 4 Data interference Partially covered by Article 206 of the CC

Art. 5 System interference Article 207 of the CC

Art. 6 Misuse of devices Partially covered by Article 210 and 211 of the CC

Art. 7 Computer-related forgery Partially covered by Articles 195 and 206 and 369, 385 of the CC

Art. 8 Computer-related fraud Partially covered by Article 187, 188 and 190 of the CC

Art. 9 Child pornography Partially covered by Article 312 of the CC

Art. 10 IPR-offences Article 198 and 199 of the CC
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|\ Voronesoeawerepuabos |

Cratbsi 1

Onpepenenus

YactuuHo oxBaTbiBaeTcs Ctatbeit 3 YronosHoro kogekca KasaxcraHa (YK), 3akoH 06
WHdhopmaTu3aLmK YronosHoro koaekca Pecnybnuki KasaxcraH ot 3 uions 2014 Ne 226-V

|| Marepuanisoe yronoanoe mpaso |

Cratba2  [poTMBO3aKOHHbIA AOCTYN YactnyHo oxsatbiaetcs Ctatben 205, a Takke Ctatbamn 147, 148 n 223 YK
Cratb13  HenpaBoMepHblit nepexsat YactnuHo oxeatbiBaeTcst Ctatbeit 208, a Takke Ctatbsmu 147, 148 n 223 YK
. YactnuHo oxsatbiBaetcs Cratbeit 206 YK
Cratbsi4  BosgeiicTBue Ha JaHHble
Cratea5  BospgeiicTBue Ha (hyHKLMOHMpOBaHMe cucTembl  Ctatbs 207 YK
Cratea6  [pOTMBO3aKOHHOE UCMONb30BaHNE YCTPONCTB YacTuyHo oxBatbiBaeTcs Ctatbsimm 210 1 211 YK
Cratba 7  [lognor ¢ MCNonb30BaHNEM KOMMbIOTEPHBIX YacTiyHo oxatbiBaeTcs Ctatbamu 195 n 206 n 369, 385 YK
TEXHONOri
Cratbsd8  MOLUEHHMYECTBO C UCMONB30BAHNEM YactuuHo oxeatbiBaeTcst Ctatbsimu 187, 188 1 190 YK
KOMMbHOTEPHbIX TEXHOMOriA
Crata9  [paBoHapyLLEHWs, CBA3aHHbIE C AETCKON YacTuyHo oxsarbiBaeTcs Ctatbeit 312 YK
nopHorpacuen
Cratba 10 [paBOHapyLLEHWs, CBSA3aHHbIE C HAPYLUEHNEM Cratbst 198 1 199 YK

aBTOPCKOTO Mpaga v CMEXHbIX MpaB
-

Kazakhstan: assessment report 2019

Procedural law |

Art. 14

Art. 15

Art. 16
Art. 17

Art. 18
Art. 19

Art. 20

. Art. 21

Scope of procedural
provisions

Conditions and safeguards

Expedited preservation of
stored computer data

Expedited preservation and
partial disclosure of traffic
data

Production order

Search and seizure of stored
computer data

Real-time collection of traffic
data

Interception of content data

Article 232 of the CPC; Article 10, 12 and 14 of the of the Law on Operational Search Activity Criminal Procedure
Code of the Republic of Kazakhstan of 4 July 2014 No. 231

Article 1 and 39 of the Constitution and Article 15, 16, 17, 18, 19, 25, 125, 232, 234, 236, 237, 240, 241, 244, 254
of the CPC, Article 3 of the Law on Operational Search Activity Constitution of the Republic of Kazakhstan adopted
on 30 August 1995

Not covered. In practice implemented through Article 254 (3) of the CPC and Article 15 of the Law on
Communications, Rules for the implementation by telecom operators of the collection and storage of service
information about subscribers, Decree of the Government of the Republic of Kazakhstan of 30 March 2010 No.
246

Not covered. In practice implemented through Article 244 of the CPC and Article 15 of the Law on
Communications, Rules for the implementation by telecom operators of the collection and storage of service
information about subscribers, Decree of the Government of the Republic of Kazakhstan of 30 March 2010 No.
246.

Partially covered by Article 244, 245 and 260 of the CPC
Partially covered by Article 252, 253 of the CPC

Article 243 of the CPC, Article 11 (3) of the Law on Operational Search Activity

Article 243 of the CPC, Article 11 (3) of the Law on Operational Search Activity I
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Craro | Mooteccyansioe sakononarenserso I

Cratbsi 14

Cratbsi 15

Cratbsi 16

Cratbs 17

Cratbsi 18

Cratbs 19

Cratbs 20

Cratbs 21

Cdbepa npuMeHeHms npoLieccyarnbHbIX HOPM

YCnoBus 1 rapaHTin

OnepaTMBHoe obecneyenmre COXpPaHHOCTU
XPaHUMbIX KOMMbOTEPHbIX AaHHbIX

OnepaTtuBHoe obecneyeHmne CoxpaHHOCTH 1
YaCTNYHOE PaCKPbITUE JaHHbIX O NOTOKaX
MHopMaLmm

PacnopsikeHue o npegbseieHnm

OBbICK 1 BbIEMKA XPaHIMbIX KOMIbIOTEPHBIX
[JaHHbIX

C60p B pexuMe peanbHoro BpemMeH AaHHbIX O
noTokax UHopmaLmm

[NepexBat AaHHbIX O COAEPXKaHUN

Cratbs 232 YronosHo-npoueccyansHoro kogekca (YIK) ; Ctaten 10, 12 u 14 3akoHa 06
onepawnoHHbIX crieacTBeHHbIX AercTusx YIK Pecnybnuku KasaxctaH ot 4 utonst 2014 Ne 231

Cratbu 11 39 KoHctutyumm n Ctatem 15, 16, 17, 18, 19, 25, 125, 232, 234, 236, 237, 240, 241, 244,
254 YK, Ctatbs 3 3akoHa 06 onepaLyoHHbIx cneacTeeHHbIx gerctausix YIK, KoHctutyums
Pecny6nuku KasaxcraH npuxsitas 30 asrycta 1995

He oxBarbiBaeTcsi. Ha npakTuke BHegpsieTcs nocpeacteoM Ctatbu 254 (3) YIK v Cratbu 15 3akoHa
0 KOMMYHUKaLsix, Mopsaok BHeapeHust cbopa 1 XpaHeH!st MHhopMaLMOHHbIX yenyr 06 aboHeHTax
onepaTopamu TeNekoMMyHuKkaLmi, MoctaxoBnerue Mpasutensctea Pecnybnukv Kasaxctan ot 30
mapta 2010 Ne 246

He oxBarbiBaeTcsi. Ha npakTuke BHepsieTcs nocpeacTeom Ctatbu 244 YMK u Cratbu 15 3akoHa o
KOMMYHMKaLmsix, Mopsaok BHeapeHus cbopa 1 XpaHeHnst MHhopMaLMOHHbIX yeryr 06 aboHeHTax
onepaTopamu TenekoMMyHuKkaLmi, MoctaHoBnerue Mpasutensctea Pecnybnukv Kasaxctan ot 30
mapta 2010 Ne 246

YactunyHo oxeatbiBaeTcs CTatbamu 244, 245 n 260 YK

YacTuuHo oxBaTbiBaeTcs CTatbamu 252, 253 YIK
Cratbs 243 YTK, Cratbs 11 (3) 3akoHa 06 onepaLmMoHHbIX CEACTBEHHbIX AEACTBUSX

Crartbsi 243 YIK, Ctatbs 11 (3) 3akoHa 06 onepaLyoHHbIX CreACTBEHHbIX AENCTBUSX

KasaxcraH: [loknag no oueHke 2019

ObcyxaeHue:

[TocneaytoLpme waryn 0THOCUTESbHO AokKnaga no oueHke 2019 .
W 3annaHnpoBaHHble pedhopmbl Mnn pedopmel B npoLecce

BHeOpeHus /

Discussion:

Follow up given to the assessment report 2019 and reforms

underway or planned.
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