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’ Panel IlI: Cybersecurity, norms and values

Why capacity building
on cybersecurity/
cybercrime?

Purpose, objectives,
rationale

Bring together different
constituencies &
stakeholders around
common goals
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The rationale of drug control
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P Capacity building on cybercrime: the purpose

Human rights and Human development and
rule of law democratic governance

Security, \ /

conflderlce and Rule of law in
trustin ICT cyberspace

Capacity building on

Cybersecurity «<—

cybercrime
Offences against Offences by Electronic
confidentiality, integrity and means of evidence
availability of computer data computers

and systems
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’ Capacity building on cybercrime: advantages

P Responding to needs and producing results and

impact
P Multi-stakeholder cooperation

P Contribution to human rights and rule
cyberspace

of law in

P Contribution to human development and

democratic governance (link to development

agenda)
» Reducing the digital divide

P Broad international support

Problem:
Development
cooperation
organisations not
yet involved.
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P CoE and cybercrime: rationale

in order to democracy

human rights

COUNCIL OF EUROPE

Measures against
cybercrime

www.coe.int/cybercrime 7
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’ CoE: the approach on cybercrime

1 Setting & making use of
common standards

Budapest
Convention on
Cybercrime
2 Follow up and “Protecting you and
assessments: your rights in
Cybercrime cyberspace”
Convention £ 3 3 Capacity building
Committee (T-CY) programmes
(C-PROC)
:
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Reach of the Budapest Convention -

reach of capacity building activities
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Indicative map only

Ratified/acceded: 40 ‘ Other States with laws/draft laws largel
Signed: 11 ‘ in line with Budapest Convention = 20 b

Invited to accede: 11‘ Further States drawing on Budapest
=62 Convention for legislation = 43+
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t GLACY NEW (signed 18 Oct 2013)

EU/COE Joint Project on Global Action on Cybercrime

Project title: Global Action on Cybercrime (GLACY)
Duration: 36 months (Nov 2013 — Nov 2016 )

Budget: EUR 3.35 million

Funding: European Union (Instrument for Stability, IfS) and
Council of Europe

Geo scope:  Countries prepared to implement the Budapest
Convention

Funded
by the European Union
and the Council of Europe

Implemented
by the Council of Europe

EUROPEAN UNION COUNCIL  CONSEIL
OF EUROPE DE LEUROPE
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P C-PROC

NEW (MoU signed 15 Oct 2013)

Cybercrime Programme Office
of the Council of Europe

P Strengthening CoE capacity for delivery of capacity
building activities

p Established in Bucharest, Romania
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> Coming up: OCtOpUS 2013

Octopus Conference VA
on Cooperation against Cybercrlme

4-6 December 2013, Strasbourg

www.coe.int/cybercrime

Alexander.seger@coe.int -
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