About security and fundamental @
rights

COUNCIL  CONSEIL
OF EUROPE  DE L'EUROPE

Key question: how to ensure security while maintaining due process,
freedom of expression and privacy in a global environment?
» Cybercrimelthreats to cybersecurity are for real
» Coping with cybercrime:

= (1) prevention, (2) protection/information security, (3) enforcement/criminal
justice
Criminal justice and law enforcement

Shared responsibility on the basis of agreed upon standards/
principles/guidelines/”’Code”

Data protection/privacy: need for global trusted data protection/privacy policies

Freedom of expression, due process/procedural safeguards and other
fundamental rights - CIA as a basic right - Towards common standards/
regulations/code

> Security AND fundamental rights: Need for global capacity building effort
> “Exploiting opportunities by all”
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www.coe.int/cybercrime
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