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The mechanism of the Budapest Convention on Cybercrime

Budapest Convention on Cybercrime (2001):

1. Specific offences against and by means of computer _ ,
Budapest Convention on Cybercrime

SyStemS and related standards
2. Procedural powers with safeguards to investigate
cybercrime and collect electronic evidence in relation

to any crime
3. International cooperation on cybercrime and e-
evidence
“Protecting
. . . you and your
t
+ 1t Protocol on Xenophobia and Racism via Computer rights in
Systems Cybercrime cyberspace” Cybercrime
Convention Programme Office
. Committee (C-PROC) for
+ Guidance Notes (T-cY) capacity building

+ Protocol on enhanced cooperation on cybercrime and
electronic evidence in preparation
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NHCcTpymeHTbl ByaaneLutckon KOHBEHLMM Mo 6opbbe ¢ KMbepnpecTynHOCTLHO

ByganeLuTckas koHBeHLUMs Mo Bopbbe ¢
knbepnpectynHocTbto (2001):

1. KoHKpeTHble NpecTynneHns NpoT B 1 NOCPEACTBOM
KOMMbIOTEPHBIX CUCTEM

2. TpoueccyanbHble NONHOMOYNS W rapaHTn A1
paccnefoBaHus knbepnpectynneruin u cbopa anekTPOHHbIX
A0Ka3aTenbCTB B OTHOLLEHUW MoBOro NpecTynnexmus

3. MexayHapogHoe COTpYaHNYECTBO B cdhepe
kmBepnpecTynHOCTI U MCMOMb30BaHNS 3MEKTPOHHBIX
A0oKasaTenbCTB

+ [lononH1TemNbHbI NPOTOKON K KOHBEHLMM O MPECTYNMEHNsX B
cthepe KOMMbHTEPHOM MHbOPMaLUK, 06 MHKPUMUHUPOBAHIN
PaCUCTCKIMX aKTOB M COBEPLLEHHOTO KceHodoba npu NomoLLu
NH(OPMALMOHHBIX CUCTEM

+ MeToanyeckue pekomeHgauun

+ [pOTOKON O PaCLUMPEHNM COTPYAHNYECTBA B chepe
KMGEepNPECTYNHOCTY U UCTOMNb30BaHNM 3MIEKTPOHHBIX
[0Ka3aTenbCTB (B npoLecce)

Budapest Convention on Cybercrime
and related standards

“Protecting
you and your
rights in
Cybercrime cyberspace” Cybercrime
Convention Programme Office
Committee (C-PROC) for
(T-CY)

capacity building

Reach

MacwTabHoCcTb

20 net bypanewrckon KoHeeHuun (2001-2021):
rnobanbHOe BO3encTBue

66 rocynapcTB-4sieHoB U 11 CTOPOH NognucasLLInX
W NpUriaLleHbIX MPUCOeANHUTLCS K KOHBEHLUN

120+ rocygapcTB: HOPMbI MaTepuanbHOro rnpasa
COOTBETCTBYHOT NONOXKEHUAM KOHBEHL MM

150+ rocypapcTB: MCNOJb30Basiv KOHBEHLMIO B
KayecTBe PyKOBOACTBA USIM UCTOYHMKA

180+ rocygapcTB y4acTBOBanv B MEPOMPUATUSX
no 6opbbe ¢ KMBEpPNPECTYNMHOCTLH),
opraHmM3oBaHHbIx CoBeTom EBponbI

MoolpeHne BEPXOBEHCTBA NpaBa U MPOABUKEHNE
npae YesioBeka B KMGepnpocTpaHCcTBe

(BUDAPEST CONVENTION ON CYBERCRIME ™S,
. OF THE COUNCIL OF EUROPE

CONVENTION DEBUDAPESTSURLA C
DUC

v’ 20 years of Budapest Convention (2001-2021):

global impact

v/ 66 Parties + 11 signatories and States invited to

accede
v' 120+ States with substantive laws aligned with BC
v' 150+ States have used it as a guideline or source

v' 180+ States have been participating in COE

activities on cybercrime

v Promoting rule of law and human rights in

cyberspace

www.coe.int/cybercrime
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Coming up: 2"d Additional Protocol to the Budapest Convention

Protocol on enhanced
cooperation and disclosure
of electronic evidence

Negotiated 2017 — 2021 by Parties to
the Budapest Convention

Opening for signature expected Spring
2022

Key provisions:

Direct requests to registrars and orders to service
providers for data to identify registrants of domains
(Article 6) or subscribers of services (Article 7)

Giving effect to production orders from another Party
(Article 8)

Expedited cooperation in emergencies (Articles 9 and
10)

Tools for mutual assistance (Article 11 - video
conferencing and Article 12 — joint investigation
teams and joint investigations)

Rule of law and data protection safeguards (Articles
13 and 14)

B npouecce: 2-1 [lononHuTeNbHbIM NPOTOKON K byaanewTtckon KoHBeHLmun

MpoTtokon o pacLuMpeHun
coTpyaHuyecTBa B cchepe
KM6epnpecTynHOCTU U PaCKPbITUK
3NIEKTPOHHbIX J0Ka3aTeNnbCTB

B nepuopg 2017 — 2021 r. rocygapcTsa-
uneHbl byganewtckon KoHBeHUun Benu
neperoBopbl

OTKpbITME ANS nognucaHmns: BecHa 2022 .

OCHOBHbI€E MOSOXEHMS:

MpsiMble 3aMpoChl K perucTpatopam 1 nocTaBLLyKam
YCIyr B LIENSX NONyYeHne AaHHbIX 411
naeHTUdMKaLmm BragenbLeB AOMEHOB (cTaTbs 6)
nnm aboHeHTOB (CTaTbs 7)

MpuMeHeH1e pacnopsiKeHNs 0 NpeabsaBIeHNN OT
apyroro [ocyaapcTea-uneHa (cTatbs 8)

YCKOpEHHOE COTPYAHNYECTBO B SKCTPEHHBIX
cutyaumsx (ctaten 9 1 10)

VHCTPYMEHTbI OKa3aHsi B3aMHOM NOMOLLM (CTaTbs
11 — BuaeoKoHdepeHLmmn 1 ctatbs 12 — COBMECTHbIe
CrNeLCTBEHHbIE TPYNMbl M COBMECTHbIE
paccrefoBaHus)

BepxoBeHCTBO NpaBa 1 rapaHTUN 3aLUuThl AaHHbIX
(cTatbm 13 1 14)
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1. Convention on Cybercrime is in place and functioning » helped create or strengthen the
legal basis for criminal justice action and cooperation on cybercrime and e-evidence in
majority of countries

2. Convention remains highly relevant (accepted criminal justice concepts, technology-
neutral language) & up-to-date (Guidance Notes, protocols)

3. Article 32b (transborder access) » very limited scope (see Guidance Note)

4. Capacity building essential »Convention serves as catalyst

5. Additional tools needed for the disclosure of electronic evidence (direct cooperation with
providers, government-to-government, emergency situations) »2"d Additional Protocol

to Convention on Cybercrime

6. Human rights and rule of law, including data protection, safeguards (otherwise no
acceptance)

7. Assessment of implementation by Parties to ensure effectiveness and share experience

z @DAPEST CONVENTION ON CYBERCRIM
- OF THE COUNC 43

M 3 Bn e e H H bl e ypo KM CONVENTI:)N Dﬁﬂ‘iUDAPEST SUR IL.QCVBER(RIMINALITE A

SINCE 2001

1. KoHBeHUMs 0 KubepnpecTyrnHOCTM CyLLeCTBYeT U feACTBYeT P 6OMbLUMHCTBO CTPaH
pyKoBoACTBOBanuCb KoHBEHLUMEN B MpoL,ecce CO3[aHUs W YKPENSIeHUs HOPMaTUBHO- NPaBOBOW
OCHOBBbI 4151 PEryNIMpOBaHuUs AeNCTBMWIA YyroNIOBHOrO NPaBoCyaus U COTPyAHUYECTBa B obnactu
KnbepnpecTynHOCTU U 3NIEKTPOHHbBIX J0Ka3aTeNbCTB

2. KoHBeHUMs ocTaeTcsl BECbMa 3HaYMMOM (MPU3HAHHbIE MPUHLMIMBLI B 0651aCTW YrONIOBHOIO
NpaBoCyAus, TEXHONOMMYECKN HEWTParibHble TEPMUHbI) & aKTyanbHOW (MeToanYeckne
pekoMeHauum, NPOTOKOSIbI)

3. Cratbsa 32b (TpaHcrpaHuyHbiv [locTymn) B> orpaHWYeHHbIN XapakTep (CM. METOANYECKME
pekomeHzauum)

4. [esTenbHOCTb MO YKPEMEHUo NoTeHUMana uMeeT BaxHoe 3HadueHne B KOHBEHLMS CyXuT
KaTanM3aTopom

5. Heobxopnmbl AONOMHUTENbHBIE MHCTPYMEHTbI A1 PACKPbITUS 31EKTPOHHbIX JOKa3aTenbCTs
(HenocpepCTBEHHOE COTPYAHMYECTBO C NPOBanAepamu, MeXnpaBUTeIbCTBEHHOE COTPYAHNYECTBO,
9KCTPEHHbIe cuTyauun) P 2-i [lononHUTesNbHbIN NpoTokon K byganelutckon KoHBeHLMK

6. [lpaBa yenoBeka v BEPXOBEHCTBA Npasa, BKIOYas 3aLuTy AaHHbIX, FapaHTuK (B NPOTUBHOM Cry4ae
He NpuHMMmaeTcs)

7. Ynenbl-focypapcTsa oLeHMBaloT ocyLecTereHne KoHBeHLMM AN NoBbieHns 3EKTUBHOCTU U
obmeHa orbIToM
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Lessons learned  3BneyeHHble YpokK

www.coe.int/cybercrime
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