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Measures 

against crime

democracy

rule of law

human rightsin order to 

promote

About the Council of Europe … www.coe.int

Established in 1949

Currently 47 

member States
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Cybersecurity and fundamental rights: 

Context

Key question: how to ensure security while 

maintaining due process, freedom of expression and 

privacy in a global environment?

➢ Reliance of societies on ICT -> vulnerable to cybercrime and threats

➢ Global network/information society vs constitutional nation state

➢ Internet governance 

➢ WSIS (Geneva 2003/Tunis 2005): ICT to contribute to development, 

human rights, democracy, rule of law

➢ Multitude of stakeholders

➢ Fora and networks (Internet Governance Forum, EuroDiG, ISF)

➢ Technological developments (cloud computing, IPv6 etc) -> what 

impact on security and fundamental rights?
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Human rights

Rule of law Democracy

•Right to life
•Abolition of death penalty

•Respect for private and family life
•Right to marry

•Right to education
•Protection of property

•Prohibtion of discrimination
•Prohibition of slavery and forced labour

•Social rights etc

•No punishment without law
•Right not to be tried or punished twice 
•Right to an effective remedy
•Prohibition of torture 
•Right to a fair trial
•Right of appeal in criminal matters
•Right to a fair trial
•Efficient justice system
•Presumption of innocence

•Right to liberty and 
security

•A democratic state must 
also be able to enforce its 

laws
•State monopoly of force 

•Freedom of thought, conscience and 
religion
•Right to free elections at regular 
intervals
•Freedom of assembly and association
•Freedom of expression
•Other political rights

•Laws adopted by democratically elected 
Parliaments

•Separation of powers 
•Constitutionality of laws 

to be checked by independent 
constitutional courts

•Elections (government of the people)
•Political equality. 
•Government for the common public 
interest (government for the people). 
•Transparency
•Accountability. 
•Competition of political parties.
•Pluralism of interests

• State  action to be based on law, 
principle of legality
•Equality before the law, no one is 
above the law
•Independent, impartial judiciary, 
bound only by law
•Legal certainty

Key issues in the online 

environment:

➢ Security

➢ Data protection/privacy

➢ Freedom of expression

➢ Procedural safeguards/ 

due process

About 

fundamental 

rights
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Measures against cybercrime

Enforcement/ 

criminal justice

Prevention

Protection/Defence 

www.coe.int/cybercrime

Measures against cybercrime

Public sector

Private sectorLEA /criminal justice

Code

Regulations

Legislation

Global standards/principles/guidelines:

➢ For cybercrime: Budapest Convention on Cybercrime (CETS 185)

➢ For data protection/privacy: ? [CoE Convention on data protection (CETS 

108)?]
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➢ Define what is criminal conduct -> substantive 

criminal law

➢ Provide investigators with effective/efficient tools  

-> procedural law 

➢ Allow for efficient international cooperation -> 

international agreements, direct police 

cooperation, efficient MLA

➢ Global harmonisation

➢ Developing legislation

➢ Law enforcement + judicial training

➢ Protecting children

➢ Procedural safeguards + data protection

➢ LEA  – ISP cooperation

➢ Identifying solutions:

▪ Tracing criminal money flows

▪ Cooperation LEA  + CERT + ?  

▪ Traceability and accountability: authentication?

▪ Security and privacy in the clouds?

“Budapest”

Convention on 

Cybercrime

CoE measures against cybercrime

Global capacity 

building  

Example:

Project on Cybercrime 
CoE with support from 

industry and other partners

www.coe.int/cybercrime
23-25 Strasbourg, France 2010

March
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Multi-stakeholder 

cooperation against 

cybercrime

human rights

democracy

rule of law

It would be a pleasure to work 

with ISF member!

Alexander.seger@coe.int
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