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The CoE approach on cybercrime

Standards:
- Budapest Convention
- others

“Protecting you and
your rights”
Crime prevention and
criminal justice for
human rights and the
rule of law

Technical
cooperation for
capacity building

Follow up:
b Cybercrime
Committee

(T-CY)
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Capacity building projects to date

2004 = cooperate

» Global Project on Cybercrime (since 2006 with Estonia,
Japan, Monaco, Romania, UK and Microsoft)

P Project on Cybercrime in Georgia (2009-10 EU/COE)

» CyberCrime@IPA (2010-13 EU/COE)

» CyberCrime@EAP (2011-13 EU/COE)

= 600+ activities with 130+ countries and 120+ private

sector organisations and academia
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Coming up

GLACY

EU/COE Joint Project on Global Action on Cybercrime

Project title: Global Action on Cybercrime (GLACY)
Duration: 36 months (Oct2013 - Oct 2016 [TBC])
Budget: EUR 3.35 million

Funding: European Union (Instrument for Stability, IfS) and
Council of Europe

Geo scope:  Countries prepared to implement the Budapest
Convention

Funded
by the European Union
and the Council of Europe

Implemented
by the Council of Europe

EUROPEAN UNION COUNCIL  CONSEIL
OF EUROPE  DE L'EUROPE



Coming up

GLACY

Result 4:
Law
enforcement
capadities

Result 3:
Judicial
training

Result 1:
Decision

makers and
policies

Result 7:
Assessing
progress

Result 5:
International
cooperation

Result 2:
Legislation

Result 6:
Information
sharing

Coming up

Octopus Conference ¢4
on Cooperation against Cybercrlme

4-6 December 2013, Strasbourg

www.coe.int/cybercrime
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Elements of CoE capacity building projects

» Cybercrime policies, strategies, engagement
P Legislation and safeguards

P Specialised units

» Law enforcement training

» Judicial training

» Public/private (LEA/ISP) cooperation

P International cooperation

» Child protection

» Criminal money flows
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Approach to LEA training

P Specialised units
P Strategic approaches to LEA training
» Linking up with existing training initiatives and
resources (such as ECTEG, 2Centres etc.)
» Sponsoring distance learning studies (such as MSc at UCD)
» Preparing guides and materials, such as:
= Electronic Evidence Guide
= 15t Responders training pack
P Disseminating materials and experience through other

projects and organisations
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Approach to judicial training

P Concept for the training of judges and prosecutors
on cybercrime and electronic evidence
P Preparation of training materials
* Introductory course
» Advanced course
P Training of trainers of judicial training academies
P Pilot training courses at judicial training academies
» Mainstreaming training into the curricula of training
institutions

P Disseminating experience through further projects
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Resources

LEA training

» Law enforcement training
strategies
» Electronic Evidence Guide

P 1st Responder training pack

Judicial training

» Judicial training concept

» Introductory course

» Advanced course

www.coe.int/cybercrime
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http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/Cyber%20IPA%20reports/2467_LEA_Training_Strategy_Fin1.pdf
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/Cyber%20IPA%20reports/2467_LEA_Training_Strategy_Fin1.pdf
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/Cyber%20IPA%20reports/2467_LEA_Training_Strategy_Fin1.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Electronic%20Evidence%20Guide/default_en.asp
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Electronic%20Evidence%20Guide/default_en.asp
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/LEA%201st%20reponders%20course/default_en.asp
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/LEA%201st%20reponders%20course/default_en.asp
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/LEA%201st%20reponders%20course/default_en.asp
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/LEA%201st%20reponders%20course/default_en.asp
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Training/2079_train_concept_4_provisional_8oct09.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Training/2079_train_concept_4_provisional_8oct09.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Basic%20Training%20for%20Judges/default_en.asp
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Basic%20Training%20for%20Judges/default_en.asp
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/Advanced%20training%20for%20judges/default_en.asp
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/Advanced%20training%20for%20judges/default_en.asp
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The way ahead

Rolling out/ C-PROC

dissemination

of materials and Strengthening CoE

experience through: capacity for delivery of
capacity building activities

» GLACY

» OCTOPUS » Proposal to establish

) Council of Europe
P Other projects Programme Office on
» Other organisations and Cybercrime in Bucharest,
initiatives Romania

Alexander.seger@coe.int www.coe.int/cybercrime
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