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C-PROC at 7:

Lessons learnt from seven years of capacity building on cybercrime

 
Online event on the occasion of the 7th anniversary of the Cybercrime Programme Office of the Council of Europe (C-PROC) in Bucharest

Online  | 9 April 2021 | 11h00-13h00 (Romania) 

Agenda:

▪ Opening session

▪ C-PROC: lessons learnt from 7 years of capacity building

▪ Cooperation on cybercrime – the future

▪ Conclusions
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Cooperation on cybercrime: the approach of the Council of Europe

Budapest Convention on Cybercrime 

and related standards

Cybercrime 

Convention 

Committee 
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building
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Why are we here?

Cybercrime 

affects rights

and interests

of everyone

anywhere

An effective

criminal justice

response is

needed that

meets human 

rights and rule

of law

requirements

Capacity

building is an 

effective way

to achieve

this

And any type of crime may involve electronic evidence

Online sexual violence 

against children

Violence 

against women

Election 

interference

Terrorism

Financial crime

Money 

laundering

COVID-19 

related crime

Kidnapping

Murder

Hate crime

FraudCorruption

ANY CRIME

Medicrime

Evidence on 

a computer 

system
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Supporting capacity building worldwide through C-PROC: 

Background

▪ February 2013: UN Expert Group on Cybercrime – “broad agreement 

on capacity building”, “diverse views” on other solutions*

▶ Need for the Council of Europe to enhance its own capacities for 

capacity building on cybercrime and e-evidence

▪ March/April 2013: Offer by the Government of Romania to host a 

Council of Europe office on cybercrime in Bucharest

▪ October 2013: Committee of Ministers decision 

▪ October 2013: MoU signed between Council of Europe and 

Government of Romania

▪ April 2014: C-PROC fully operational

* Confirmed by UNIEG 6-8 April 2021: most of the 61 recommendations found 

agreeable relate to capacity building, strengthening of legislation and sharing of 

experience among practitioners
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C-PROC Tasks

Task: Support to countries worldwide to strengthen 

criminal justice capacities on cybercrime and 

electronic evidence in line with the standards of the 

Budapest Convention

▶ Strengthening legislation on cybercrime and electronic 

evidence in line with rule of law and human rights (including 

data protection) standards

▶ Training judges, prosecutors and law enforcement officers

▶ Establishing specialized cybercrime and forensic units and 

improving interagency cooperation

▶ Promoting public/private cooperation

▶ Protecting children against sexual violence online

▶ Enhancing the effectiveness of international cooperation
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About capacity building: the rationale 

A B
Process of change

Capacity building 

activities

No legislation
Legislation in line with 

Budapest Convention

Limited 

international 

cooperation

Budapest Convention as 

framework for 

international cooperation

Examples from COE perspective:

Capacity building works best 

where governments have 

determined clear objectives to 

be achieved through a 

process of change
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C-PROC resources

35 staff running 6 projects with a volume of EU 40 

million covering all regions of the world:

▶ GLACY+  on Global Action on Cybercrime Extended (EU/COE Joint 

Project) 

▶ iPROCEEDS-2 Targeting proceeds from online crime in South-

eastern Europe (EU/COE Joint Project)

▶ Octopus Project resource for global capacity building (voluntary 

contribution funded) 

▶ CyberSouth for the Southern Neighbourhood (EU/COE Joint 

Project)

▶ EndOCSEA@Europe on ending online child sexual exploitation and 

abuse (funded by WEPROTECT)

▶ CyberEast for the Eastern Partnership region (EU/COE Joint Project)

=   1000+ activities for 150+ countries in seven years 

=      200+ virtual activities since March 2020

Current funding by

▪ European Union
▪ Canada
▪ Japan
▪ United Kingdom
▪ USA

+ the budget of the Council of Europe
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150+ Indicative map only

Reach of capacity building and the Budapest Convention

Other States with laws largely in line with 

Budapest Convention = 20+

Further States drawing on Budapest 

Convention for legislation = 50+

Parties: 65

Signed: 3

Invited to accede: 9

= 77
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C-PROC activities – recent examples
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C-PROC activities – recent examples
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C-PROC activities – recent examples
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C-PROC activities – recent examples

Impact of capacity building

▶ Works, responds to needs and makes an impact

▪ Legislation with safeguards

▪ Investigations and criminal proceedings

▪ Public/private, interagency and international cooperation

▪ Sustainable training

▶ Facilitates multi-stakeholder cooperation, partnerships and synergies

▶ Has human development benefits and feeds into Sustainable Development 

Goals

▶ Helps reduce the digital divide

▶ Is based on broad international agreement and may help overcome political 

divisions
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Impact of capacity building – testimonies

► Jayantha FERNANDO, Chairman, Sri Lanka CERT, and Director ICTA

► Angela Marie M. DE GRACIA, State Counsel, Department of Justice, 

Philippines

► Branko STAMENKOVIC, Deputy General Prosecutor, Serbia

► Hania HELWEH, Judge, Ministry of Justice, Lebanon

► Albert ANTWI-BOASIAKO, T-CY Bureau Member, Ghana

► Givi BAGDAVADZE, Head of International Cooperation Unit, Office of 

the Prosecutor General of Georgia
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Cooperation on cybercrime – the future

Cooperation on cybercrime – the future

► Tools for enhanced cooperation and disclosure of electronic evidence: about the 

2nd Additional Protocol to the Budapest Convention

► The future of capacity building
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The Budapest Convention tomorrow: towards a new Protocol

▪ The scale and quantity of cybercrime, devices, 

users and victims

▪ Cloud computing, territoriality and jurisdiction

• Where is the crime?

• Where is the data, where is the evidence?

• Who has the evidence?

• What legal regime applies to order / disclose 

data?

▪ The challenge of mutual legal assistance

▪ The 0.1% problem

Why a new Protocol?
► How to obtain subscriber information 

efficiently?

► How to cooperate directly with a service 

provider in another Party?

► How to obtain WHOIS (domain name 

registration information) from registrars?

► How to obtain stored data, including 

content, in an emergency situation?

► How to make mutual assistance more 

effective?

► How to reconcile efficient and effective 

measures with rule of law and data 

protection requirements?

Towards a new Protocol

Operational value:

▪ Basis for direct cooperation with service 

providers in other Parties for subscriber 

information (“direct disclosure”)

▪ Effective means to obtain subscriber information 

and traffic data (“giving effect”)

▪ Legal basis for disclosure of WHOIS information

▪ Cooperation in emergencies (“expedited 

disclosure” + “emergency MLA”)

▪ Mutual assistance tools (“video-conferencing”, 

“JITs”)

▪ Data protection safeguards to permit the flow of 

personal data under the Protocol.

Policy value:

▪ Convention on Cybercrime will remain 

relevant and effective

▪ Respect for free Internet with limited 

restrictions in case of criminal misuse 

(specific criminal investigations, 

specified data) 

Benefits of the future 2nd Additional Protocol on 

enhanced cooperation and disclosure of electronic evidence
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The future of capacity building

▶ Much more of the same and even better

▶ Online/physical hybrid delivery of activities and online resources

▶ Priority countries and regional training centres as hubs

▶ Policy dialogue between criminal justice practitioners and policy makers

▶ Multi-stakeholder cooperation, partnerships and synergies

▶ Enhanced cooperation and disclosure of electronic evidence:

▪ Direct cooperation with service providers and registrars

▪ Expedited means of public to public cooperation

▪ Cooperation in emergencies

▪ Joint investigation teams and joint investigations

▪ Human rights, rule of law and data protection safeguards

= Support implementation of the 2nd Additional Protocol to the Budapest Convention
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