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Conclusions: How to ensure 

security and privacy in the clouds?

1. Existing instruments make sense -> e.g. full implementation of  Convention 

on Cybercrime (“Exploiting existing opportunities by all”)

2. Enhance the efficiency of application of international cooperation provisions 

of the Convention on Cybercrime and others

3. Develop additional international standards on law enforcement access to 

data stored abroad / in the clouds

4. Insist on procedural safeguards/due process / clear procedures for 

cooperation between cloud providers and law enforcement  ->  provide 

guidance to service/cloud providers

5. Establish globally trusted privacy / data protection standards and systems

6. Cloud provider that cannot guarantee data protection/privacy standards  and 

procedural safeguards will have a competitive disadvantage
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