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Türkiye: Use of Bylock evidence is a violation of human 

rights (European Court of Human Rights) 
 

What this is about and why it remains relevant 
 

Alexander Seger, 19 December 2025 

 

The European Court of Human Rights (EC-

tHR) on 16 December 2025 confirmed that 

the approach of Turkish courts that any-

one could be convicted for membership in 

an armed terrorist organization on the ba-

sis of the mere use of the Bylock messaging 

application was a breach of the rights 

against arbitrary prosecution, conviction 

and punishment and/or fair trial rights. 

 

The decision was made following applica-

tions by 2420 Turkish nationals. This reit-

erates similar decisions of the ECtHR in 

September 2023 and July 2025. 

 

What this is about 

 

The Government of Türkiye attributed the 

attempted coup against president Erdogan 

of 15 July 2016 to the so-called “Gülen 

Movement” which is termed by the Turkish 

authorities the armed terrorist organiza-

tion “Fetullahist Terror Organisation / Par-

allel State Structure” (Fetullahçı Terör 

Örgütü / Paralel Devlet Yapılanması) or 

“FETÖ/PDY”. 

 

Following the failed coup, hundreds of 

thousand of people were subjected to crim-

inal proceedings (and over 125,000 con-

victed) for their alleged link to the Gülen 

Movement. More than 3,200 judges and 

prosecutors have been dismissed or ar-

rested. 

 

One of the criteria for determining mem-

bership in “FETÖ/PDY” was the installa-

tion or use of an encrypted messaging ap-

plication called “Bylock”. Over 100,000 

people have been identified, investigated, 

arrested, detained or convicted because of 

the fact that they had installed or used By-

lock or because their IP address had ap-

peared in Bylock communications. The in-

itial rational for these criminal proceedings 

seemed to have been provided by a tech-

nical report prepared by the Turkish Na-

tional Intelligence Organization (MIT) that 

concluded that Bylock was developed by 

“FETÖ/PDY” and that it was “made availa-

ble exclusively for members of the 

FETÖ/PDY armed terrorist organization”. 

This conclusion has been - and keeps being 

- repeated over and over again by the gov-

ernment, the judiciary and pro-government 

media ever since. 

 

In short, anyone having installed or used 

Bylock was and is considered a member of 

“FETÖ/PDY”, membership in which incurs 

a penalty of 5 to 10 years of imprisonment. 

 

In January 2017, the Istanbul Chief Public 

Prosecutor’s Office prepared first indict-

ments based on Bylock; thousands more 

followed. In early March 2017, it was re-

ported that the MIT had sent a list of 

122,000 ByLock users to the Ankara public 

prosecutor’s office for further action. 

 

https://open.substack.com/pub/alexanderseger/p/turkiye-use-of-bylock-evidence-a?utm_campaign=post-expanded-share&utm_medium=web
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In the course of 2017, the Constitutional 

Court of Turkey, and similarly the Supreme 

Court of Cassation, repeated the same ar-

gument, namely that Bylock was made 

available for use exclusively by members of 

the “FETÖ/PDY” armed terrorist organiza-

tion for secure communication, and was 

thus evidence of membership in that or-

ganization. 

 

Some judges that had dismissed the mere 

use of Bylock (without analysis of the con-

tent of a communication) as evidence were 

subsequently removed from their positions, 

thus raising further concerns regarding the 

independence of the judiciary in Turkey 

and their submission to political power. 

 

ByLock was operational as an encrypted 

application from March 2014 until Febru-

ary or March 2016, that is, for a period of 

about two years. During much of that pe-

riod it was available at Google Play and Ap-

ple Store from where it was downloaded 

some 600,000 times. 

 

As a client-server application, ByLock re-

quired a server to function. Between 14 Au-

gust 2014 and 2 April 2016, the ByLock 

server was hosted in Lithuania by the com-

pany Baltic Servers (now Cherry Servers), 

but reportedly went off-line in February or 

March 2016. This means that some four to 

five months before the failed coup of 15 

July 2016, ByLock was not functional any-

more. The MIT had obtained data (includ-

ing on subscribers) from that server in 

Lithuania but information on how that oc-

curred is conflicting and apparently not of 

particular interest to the Turkish courts. 

(According to a Supreme Court judge: “If 

someone finds a hard disk on the street 

and hands it to the police, of course the 

data can be used as evidence”). 

 

How this got to me 

 

In the beginning of 2017, an insider from a 

Turkish criminal justice authority made 

me aware of the evolving Bylock drama in 

Turkey. (I was at the time heading the 

Council of Europe’s Cybercrime Division 

and had close cooperation also with Tur-

key). 

 

And so I started diving deep into it and car-

ried out detailed research on questions 

such as whether Bylock use was indeed 

limited to members of the Gülen Move-

ment, whether there was a link between the 

use of Bylock and the failed coup of July 

2016, how the data on Bylock users has 

been obtained by the MIT, why information 

obtained by the MIT was admissible as ev-

idence in criminal proceedings, etc. 

 

In December 2017, I raised some of these 

questions with Turkish prosecutors and 

judges of the Supreme Court of Cassation. 

Their answers were confusing and contra-

dictory. Their interpretation of some provi-

sions of the Budapest Convention on Cy-

bercrime was wrong. They didn’t under-

stand technology. They seemed to disre-

gard the rather strong safeguards in the 

Constitution and criminal law of Turkey re-

garding the obtaining and admissibility of 

evidence. Considering the mere installation 

or use of Bylock as sufficient evidence of 

membership in an armed terrorist organi-

zation appeared to conflict even with crite-

ria that the Supreme Court itself had es-

tablished under prior case law. 

 

At the end of December 2017, about two 

weeks after this exchange, the Turkish au-

thorities began freeing hundreds of Bylock 

suspects, and the chief prosecutor of An-

kara stated that they would review the 

cases of another 11,500 suspects. But they 

maintained that Bylock was strong evi-

dence of membership in the Gülen move-

ment. 

 

One year later, in December 2018, I was in-

vited to speak at an international workshop 

on cybercrime organized by the Turkish po-

lice near Ankara. Several hundred law en-

forcement officers, mostly from Turkey, 

participated. 
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After introductory remarks about positive 

cooperation with Turkey, I started to raise 

questions regarding Bylock and to refer to 

opinions of the Working Group on Arbitrary 

Detention of the UN Human Rights Coun-

cil. That working group had two months 

earlier noted a “failure to show how the 

mere use of a regular communication ap-

plication as ByLock constituted an illegal 

criminal activity” and that the “deprivation 

of liberty is arbitrary” (opinions 42/2018 

and 44/2018 of October 2018). 

 

In my intervention I underlined that for co-

operation with Turkey in cybercrime mat-

ters reassurance was needed that laws and 

procedures are applied in practice and that 

rule of law requirements are respected.  

 

The reaction by the audience was rather 

frosty, and I was subsequently pho-

toshopped out of pictures taken during the 

event – but at least I made it home for 

Xmas. 

 

All of this is to explain why I am pleased 

with the decision of the European Court of 

Human Rights of 16 December 2025 re-

garding “Further violations of the Conven-

tion in follow-up cases concerning convic-

tions for terrorism offences based on use of 

Bylock messaging application”.  

 

And yes, even if it takes time: international 

courts are crucial for justice and account-

ability. 

 

BUT! 

 

The Turkish authorities keep arresting 

people that are suspected to be members of 

the Gülen movement based on Bylock. On 

17 December 2025 – one day after the lat-

est decision by the    ECtHR – the pro-gov-

ernment news-paper “Daily Sabah” re-

ported that “Security forces captured 160 

FETÖ suspects in the past two weeks ... 

Among targeted suspects were those com-

municating over Bylock …. Bylock is an en-

crypted messaging app developed and ex-

clusively used by FETÖ members who also 

prefer public payphones to communicate 

with each other to avoid surveillance.”  

 

Obviously, the government of Turkey keeps 

ignoring the decisions of the   European 

Court of Human Rights.  

 

Authorities of other countries will need to 

consider carefully whether to cooperate 

with Turkey in cases and requests involv-

ing electronic evidence. 

 

________________  
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