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How relevant is the criminal justice response?

Some hypotheses.
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Cybercrime and e-evidence as matters of criminal justice

Hundreds of millions of incidents of theft of personal data every year
Online child sexual abuse
Cyberbullying, harassment and others forms of cyberviolence Th reats to

Massive fraud generating massive amounts of crime proceeds > Human I'IghtS
> Democracy

» Rule of law

Attacks against critical information infrastructure
Ransomware

Interference in computer systems used in elections

+ other offences involving electronic evidence
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Cybercrime and e-evidence as matters of criminal justice

» Governments have an obligation to protect, including through criminal law (ECtHR 2008:
K.U. v Finland)

» Cybercrime and e-evidence require an effective criminal justice response
» Budapest Convention is a criminal justice treaty (specified data in specific investigations)
 Criminal justice response is protective:

» powers to investigate and prosecute

» but limited by rule of law conditions and safeguards to protect rights of individuals,
including suspects, and prevent abuse

Question: How relevant, how effective is the criminal justice response?

]
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Octopus Conference 2015: Survey among participants

To what extent are governments able to protect individuals/societies
against crime and to defend their rights in cyberspace?

1 No ability to protect
G  6.3%

G 10.2%
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G 34%
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10.  Cyberspace is basically safe; crime and violation of rights are the exception; offenders are brought to justice
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% Successful investigations on cybercrime globally ...
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é e hotos on Whatsapp, Facebook
o SE@R! - ° PP

n a series of raids nicknamed ‘Operation P Hunt,’ the cybercrime police have also registered 20 cases and durch das Landeskriminalamt Rheinland-Pfaiz im Auftrag der
seized laptops and mobiles from the arrested Generalstaatsanwaltschaft Koblenz.
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3 e suwes 32oe | bythe National Bureau of Criminal Investigations Rhineland-Palatinate on behalf
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Fraudsters: EFCC Arrests 280 Cybercrime Suspectsin
Kano

Spanish Police Dismantle Cybercrime Network, Moroccan
=ELROPOL séLiTie d A]leged Cybercrime Police Arrest Suspects
Kingpin Who Tried To ENCIET e
Steal $100 Million o
From 44,000 PCs
Charged
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But: What share of cybercrime is reported to and treated

0w by the criminal justice system?
Global cybercrime o o o
economy generates over Data Breaches Expose 4.1 One in five women victim of
$1.5TN, according to new Billion Records In First Six online harassment: report
study Months Of 2019

Ground-breaking study, commissioned by Bromium, highlights
emergence of Platform Criminality, exposing cybercriminal links to drug

0.1% .....1%

production, human trafficking and terrorism

of cybercrime reported to / recorded by LEA?

[Last year, tech companies reported over 45 million online
photos and videos of children being sexually abused —
more than double what they found the previous year.

J\ JacobKnutson

New York Times investigation finds massive spike
in online child sex abuse

Cyberkriminalitat in Deutschland nimmt

- = | o zu - Immer mehr Schadsoftware
bltkom Themen Marktdaten Presse Bitkom [ 2
L und J werden Opfer von
Cyberattacken. Die Zahl bosartiger neuer Software steigt
laut einem Bericht des Bundeskriminalamtes stark an.
Pressebereich > Angriffsziel deutsche Wirtschaft: mehr als 100 Milliarden ro Jahr Disseldorf. Die Zahl der Cyber-Attacken ist im Jahr 2018 um 1,3 Prozent

. . . . auf rund 87.000 gestiegen, teilte das Bundeskriminalamt (BKA) in
Angnffszml deutsche Wirtschaft: mehr als 100 Milliarden Eur seinem Lagebericht zur Cyberkriminalitdt am Montag mit. Dabei handle

Schaden pro Jahr es sich allerdings nur um die Angriffe, die der Polizei bekanntgeworden
seien. Es entstand ein Schaden von mehr als 60 Millionen Euro.
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But: What share of cybercrime is reported to and treated

by the criminal justice system?

0.1% ..... 1% of cybercrime reported to / recorded by LEA?

WHY?

= Criminal justice too complicated, not efficient, “useless”?

Attacks against industry and institutions considered matter of national security?
Self-defence?

Reputation?

Insurance pays?

Unclear legislation and responsilities of LEA (cyberviolence)?

From the 0.1 - 1% of cybercrime that is reported to LEA....

How much is
Investigated: %?
Prosecuted: %?

-
Adjudicated: 1%?

=0.001 - 0.01 % of all cybercrime with a conclusive criminal justice response?

= From 100,000 crimes » 100 - 1,000 reported to / recorded by LEA » 1 - 10 convictions?

Note: this does not yet include other offences involving electronic evidence.
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From the 0.1 — 1% of cybercrime that is reported to LEA....

1% Adjudicated

WHY?

Why 1% adjudicated?

Where is the crime?

Where is the data, where is the evidence?
E Who has the evidence?

Where is the boundary fo\iréhEA powers?




30/07/2025

Why 1% adjudicated?

Cybercrime and electronic evidence: challenges for criminal justice:

= The scale and quantity of cybercrime, devices, users and victims
= Technical challenges (VPN, anonymisers, encryption, VOIP, NATs etc.)

= Cloud computing, territoriality and jurisdiction
* Cloud computing: distributed systems P distributed data > distributed evidence
* Unclear where data is stored and/or which legal regime applies
« Service provider under different layers of jurisdiction
 Unclear which provider for which services controls which data
« |s data stored or in transit ® production orders, search/seizure or interception?

= The challenge of mutual legal assistance

= Nodata P no evidence P no justice
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0.01-0.001%: What consequences?

» Do we have a rule of law problem in cyberspace?
» Do governments meet their obligation to protect (K.U. v. Finland)?

» Primary government response through cybersecurity, national defence and
national security institutions?

» Residual response through criminal justice?

» Strict rule of law and data protection safeguards for criminal justice v.
“margin of appreciation” for national security response?
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About safeguards for criminal investigations

Budapest Convention » criminal law context » specific investigations B> specified data

Rule of law requirements for investigative Example “direct disclosure”:
measures interfering with rights of
individuals: = Legal basis for specific criminal investigations

= Limited to subscriber information (information needed
to identify the subscriber of a service)
= May require to be issued under judicial or other

= must be prescribed by law and the law
must meet the requirements of precision,
clarity, accessibility and foreseeability;

= must pursue a legitimate aim; indepen(.ient suPeWiSi_on ]
= must be necessary, that is, it must = |nformation to be provided in the order
respond to a pressing social need in a = Option of notification requirement with MLA-type
democratic society and thus be grounds for refusal
proportionate; = Enforcement via “giving effects” or mutual assistance
= must allow for effective remedies; = Option of reservation on article
= must be subject to guarantees against
abuse.

+ data protection safeguards (under discussion)
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About safeguards for criminal investigations

Data protection safeguards / issues under discussion:
General provisions (eg scope, general principles)
Purpose and use

Onward transfers

Quality and integrity of data

Information security

Data breach notification

Maintaining records

Retention periods

Special categories of data

10. Automated decisions

© 0 N ook L=

11. Individual rights / access, rectification, administrative redress, judicial redress
12. Transparency / Notification
13. Oversight / Supervisory authorities
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About safeguards for national security measures

Bulk interception of data and mass
surveillance for national security purposes
(“creating the haystack”)

» “Margin of appreciation”?

0.01 - 0.001%: What consequences?

» Further shift of competencies from the cumbersome* criminal justice (with strict
safeguards) to the “more efficient” national security arena (with limited
safeguards)?

» Limited reliance on criminal justice?

» Limited focus on victims?

» Shift from protecting individuals to protecting critical infrastructure?

» Erosion of trust in public institutions, democracy, and state governed by rule of law
and protecting human rights?
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How to make the criminal justice response more effective & relevant?

> ramatic surge in resources and skills for criminal justice authorities, including judiciary
» Multiply capacity building efforts
» Convince decision makers: cybercrime and e-evidence are not marginal issues

» Reform/put in place specific procedural powers (with “proportionate” rule of law conditions
and safeguards)

» Provide for additional powers to secure electronic evidence that can effectively be applied in
practice P> Protocol to Budapest Convention

» Cooperation at all levels and information sharing

» What else? P> Use Octopus to come up with solutions!

I
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