
31/07/2025

1

Alexander.seger@coe.int www.coe.int/cybercrime

Cybercrime, 
cybersecurity & 
capacity building

Alexander Seger
Head of Cybercrime Programme Office (C-PROC)
Bucharest, Romania
Council of Europe

SEECP Cyber Security Conference 
Bucharest, Romania, 23 June 2014

About cybercrime2Crime scene Session 1

Disasters

Technical failure

Human failure

State 

actors

Terror-

ists
Crimin-

als
Non-

state 

actors

Other  attacks 

on confiden-

tiality, integrity 

and availability 

of ICT

Offences 

involving 

ICT

Non-intentional  ICT 

security incidents

Security/trust/resilience/reliability  

of ICT

Rule of law/ criminal justice 

and human rights

Cyber-/information security strategies Cybercrime strategies

Intentional attacks 

against ICT by

Offences 

by means 

of  ICT

Fraud

Child expl.

Terrorist use 

of ICT 

IPR-offences

Extortion, etc

Critical 

infrastructure 

attacks

Any 

offence 

involving 

electronic 

evidence

I.  Cybercrime versus cybersecurity
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II. Rule of law requirements

33

 Positive obligation to protect 

individuals against crime

 Conditions to be met when 

interfering in rights 

 Article 15 Budapest 

Convention

 Data protection Convention 

108

 Criminal justice versus 
national security

An interference in fundamental 
rights:
▪ must be prescribed by law and 

the law must be precise, clear, 
accessible and foreseeable

▪ must pursue a legitimate aim
▪ must be necessary, that is, it 

must respond to a pressing 
social need in a democratic 
society and thus be 
proportionate

▪ must allow for effective 
remedies

▪ must be subject to guarantees 
against abuse.

Conditions and safeguards

III. The Council of Europe approach on cybercrime

“Protecting you 
and your rights 
in cyberspace”

1 Common standards: Budapest Convention 
on Cybercrime and relates standards

3 Capacity building 
programmes:

C-PROC 

2 Follow up and 
assessments:
Cybercrime 
Convention 
Committee (T-CY)
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IV. A case for capacity building

Rule of law in 
cyberspace

Offences against 
confidentiality, integrity and 
availability of computer data 

and systems

Capacity building on 
cybercrime

Offences by 
means of 

computers

Electronic 
evidence

Human development and 
democratic governance

Cybersecurity

Human rights  and 
rule of law

Security, 
confidence and 

trust in ICT

V.  Cybercrime Programme Office (C-PROC)

Capacity building

✓ Broad international 
agreement

✓ Most effective way 
ahead

✓ Favours multi-
stakeholder 
cooperation

✓ Creates confidence and 
trust

✓ …

C-PROC

• A thematic external office 
of the CoE

• Inaugurated by the Prime 
Minister of Romania on 2 
June 2014

• Responsible for CoE 
capacity building on 
cybercrime worldwide

• Available for cooperation 
with SEECP countries
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