30/07/2025

International Workshop on Cybercrime

Kizilcahamam / Ankara, 10-13 December 2018

Cybercrime and e-evidence - challenges and solutions under
the Budapest Convention

Siber suglar ve elektronik deliller- Budapeste Sozlesmesi
kapsamindaki zorluklar ve ¢oziimler

Alexander Seger
Head of Cybercrime Division
Council of Europe
alexander.seger@coe.int

COUNCIL OF EUROPE

www.coe.int/cybercrime CONSEIL DF LEUROPE

Cybercrime and electronic evidence: Cooperate!

Siber sug ve elektronik kanit: isbirligi!

Cooperation needed at all levels: Her diizeyde isbirligi gerekli:

Kurumlararasi igbirligi
Kamu / 6zel sektor igbirligi
Uluslararasi igbirligi

= [nteragency cooperation
= Public / private cooperation
International cooperation

= Trust = Giiven
Turkey is a strong partner: Tirkiye guclii bir ortaktir:
= Party to Budapest Convention . Budap.egte Konvansiyonuna Taraf
= Capacity building " Kapasite olusturma
= Expertise in cybercrime = Siber su¢ sorusturmalari ve adli
investigations and computer bilisimde uzmanlk
forensics = Operasyonel igbirligi

= Operational cooperation
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Cybercrime and electronic evidence: Challenges

Siber sug ve elektronik delil: Zorluklar

= The scale and quantity of cybercrime, | = Siber sugun 6lcegi ve miktari,

devices, users and victims cihazlar, kullanicilar ve magdurlar
= Technical challenges = Teknik zorluklar
« Virtual Private Networks (VPN) « Sanal Ozel Aglar (VPN)
* Network Address Translators (CG- + Ag Adresi Geviricileri (CG-
NATs) NATS)

» Problem of attribution « ligkilendirme sorunu
= Cloud computing, territoriality and

jurisdiction = Bulut bilisim, egemenlik bolgesi ve

yargi yetkisi

= The challenge of mutual legal

: = Kargilikli adli yardimlagmanin
assistance

zorlugu

* Human rights and rule of law

» nsan haklari ve hukukun
safeguards

tistiinliigiinii koruyan énlemler

Solutions under the Budapest Convention: Criminal justice response with safeguards
Budapeste Sozlesmesi kapsaminda ¢oziimler: Onlemler ile ceza adaleti cevabi

1 Common standards: Budapest Convention on
Cybercrime, Protocol XR and relates standards

“Protecting you

2 Follow up and and your rights

assessments: . ” 3 Capacity building:
Cybercrime in cyberspace C-PROC p>
Convention Technical cooperation

Committee (T-CY) ( programmes
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Scope of Budapest Convention: cybercrime & e-evidence

Budapeste Konvansiyonunun Kapsami: siber suglar ve e-delil

Criminalising Procedural tools to International
conduct - offences secure e-evidence in cooperation on
against and by relation to any crime cybercrime and e-
means of Herhangi bir sugla ilgili | @vidence
computers olarak elektronik delili

| giivence altina alacak
Eylemi sug olarak prosedilrler Siber suglar ve
tanimlama- Limi elektronik deliller

o imited by safeguards
bilgisayarlara kars! konusunda
ve bilgisayar Sartlar ve koruma uluslararasi
araciligiyla eylemler onlemer igbirligi
‘ Harmonisation |
Uyum
|

Reach of the Budapest Convention

140+

Budapeste Konvansiyonuna Erigim

Indicative map only

Signed: 4

ine with Budapest Convention = 20+

Ratified/acceded: 62 ‘ Other States with laws/draft laws largely in
Q. @

Invited to accede: 5
=71

Further States drawing on Budapest
. Convention for legislation = 50+

O



.ybecrime@IPA (2010-2013)

Capacity building
"

iPROCEEDS (2016 — 2019):

Turkey participated in more than 60
activities with 500+ officials

Guidelines on online crime proceeds

Cybercrime Simulation Exercises to
promote interagency cooperation

Indicators on online fraud and criminal
money on the Internet (MASAK)

Training courses for judges and
prosecutors (Judicial Academy)

Support to partnerships and sharing
experience at

+ Cybercrime Convention Committee
+ EUROJUST
+ UNODC

* UN Intergovermental Expert Group on
Cybercrime

Kapasite geligtirme

Cybercrime@IPA (2010-2013)

iPROCEEDS (2016 - 2019):

= Tiirkiye, 500'den fazla gorevliyle 60°dan fazla
etkinlige katildi

= Online suglarla ilgili rehberler

= Kurumlararasi isbirligini gelistirmek igin Siber
Sug Simiilasyon Egzersizleri

= internet iizerinde dolandiricilik ve sugdan elde
edilmis paranin internette dolagimiyla ilgili
gostergeler (MASAK)
Hakimler ve savcilar igin egitim kurslar (Adalet
Akademisi)
Ortakliga destek ve tecriibe paylasimi

+Siber Sug¢ Konvansiyonu Komitesi
*EUROJUST

*UNODC

*BM Hiikiimetlerarasi Siber Sug Uzmanlar

Towards a protocol to the Budapest Convention on Cybercrime

Siber Suglarla ilgili Budapeste Konvansiyonu'na Dogru Protokol

A. Provisions for more

A. Daha etkili adli yardimlagsma

i¢in hiikiimler

efficient MLA Terms of

Emergency MLA reference Acil MLA

Joint investigations approved in O_rtak sorusturmalar
. . June 2017. Video konferans

Video conferencing Taleplerin dili

Language of requests Negotiations: Vb.

Etc. Sep 2017 - Dec

2019.

. Diger yargi sahalarindaki

saglayicilarla dogrudan

Provisions for direct il hikimler

H H H ISDIrligl hukumieri
cooperation with providers Sartname sbirlig mer
in other jurisdictions Haziran 2017'de . Mevcut sinir 6tesi
Framework and safeguards = | onaylandi. ararpelllat.rll "o ibeki
for existing practices of genisietiimesine Iskin
extending searches Miizakereler: gergeve ve koruma
transborder Eylil 2017 - tedbirleri

Aralik 2019. . Koruma tedbirleri/ veri

Safeguards/data protection

koruma
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Budapest Convention: some specific points

Budapeste Sozlesmesi: Bazi 6zel konular

Article 14 » Specific
criminal investigation

Article 15 »
Conditions and
safeguards, including
independent judicial
supervision

Madde 14 » Ozel ceza
sorugturmasi

Madde 15 > Bagimsiz
adli denetim dahil
olmak Uzere, sartlar ve
koruma onlemer

Budapest Convention: some specific points

Article 19: Search and
seizure P> Extending a
search to a computer

system IN the territory

Article 32 >
Transborder access IF
voluntary and lawful
consent of person who
has lawful authority to
disclose the data

10

Budapeste Sozlesmesi: Bazi 6zel noktalar

Madde 19: Arama ve el
koyma P> Bolgedeki (yargi
sahasi igerindeki) bir
bilgisayar sistemine yapilan
aramay! genigletme

Madde 32 P> Verilerin
paylasiimasi konusunda
kanuni yetki sahibi olan
kiginin, kanuna uygun bir
sekilde goniillii nzasi
olmasi durumunda,
siniragan erigim



Some concerns
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Bazi endiseler

11

Supreme Court of Cassation
decision 2017/370 (24 April 2017)

Yargitay Yiiksek Mahkemesi
karar1 2017/370 (24 Nisan 2017)

Obtaining ByLock data by the MIT
from a server in Lithuania legitimate
because Budapest Convention:

= permitting extension of searches
= transborder access to data

Questions:
P Specific criminal investigation?
» Independent judicial supervision?

» Consent?
» Basis for extending searches?

Some concerns

Litvanya'daki bir sunucudan MIT
tarafindan ByLock verilerinin elde
edilmesi yasal ¢iinkii Budapeste
Konvansiyonu:

= aramalarin genigletilmesine izin
veriyor
= sInir agan veriye erigim

Sorular:

» Ozel bir ceza sorugturmasi mi?

» Bagimsiz yargi gozetimi?

» Riza?

» Aramalari genigletme temelinde mi?

Further questions:

ByLock exclusively for members of
FETO/PDY?

ByLock operational April 2014 — March
2016 P Not in July 2016, what role?

Data obtained by MIT:
» Judicial authorisation?
» Forensic protocols? Reliability?

» Admissibility under Constitution
and CPC? Fruit of a poisonous
tree?

Attribution vs VPN, CG-NATs?

Why is the simple fact of using ByLock

evidence of a criminal offence?

Retroactive criminal law?

Bazi endiseler

Diger sorular:

= ByLock sadece FETO / PDY iiyeleri igin
mi?

= ByLock Nisan 2014 - Mart 2016 arasi

aktif » Temmuz 2016'da degil, rolii
nedir?

= MIT tarafindan elde edilen veriler:
* Yargi yetkisi?
+ Adli protokoller? Giivenilirligi?

» Anayasa ve CMK kapsaminda kabul
edilebilirlik? Zehirli bir agacin
meyvesi mi?

= VPN, CG-NATs vs iligkilendirmesi?
= ByLock kullaniminin sug delili olmasinin
basit sebebi nedir?

= Geriye doniik ceza hukuku?

12



Some concerns

UN Human Rights Council -
Working Group on Arbitrary
Detention (October 2018)

Opinions 42/2018 and 44/2018:

» “Failure to show how the
mere use of a regular
communication application
as ByLock constituted an
illegal criminal activity ...”

» “Deprivation of liberty is
arbitrary ...”

Bazi endiseler

BM insan Haklari Konseyi - Keyfi
Gozaltilar Calisma Grubu (Ekim
2018

Gorugler 42/2018 ve 44/2018:

» “ByLock gibi normal bir
iletigim uygulamasinin sadece
kullaniminin yasadisg! bir sug
faaliyeti olusturdugunu
gosterememek...”

» “Ozgiirliikten yoksun birakma
keyfidir...”
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Conclusions

Turkey is a strong Party to the
Budapest Convention.

Much experience to share.

Turkey needed as a partner against
cybercrime.

Council of Europe prepared to
support further capacity building,
including for judges and
prosecutors.

Clear legal basis and procedures for
electronic evidence in place.

Reassurance needed that laws and
procedures are applied in practice
and that rule of law requirements are
respected.

Sonuglar

= Tiirkiye, Budapeste

Konvansiyonuna giiglii bir Taraftir.

= Paylagsacak ¢ok deneyimi var.

= Siber suglarla miicadelede

Tiirkiye'nin ortakligina ihtiyag var.

= Avrupa Konseyi, hakimler ve

savcilar da dahil olmak iizere daha
fazla kapasite gelistirmeye destek
vermeye hazir.

= Net yasal dayanaklarin ve usullerin

elektronik delil i¢in uygulanmasi.

= Yasalarin ve prosediirlerin pratikte

uygulandigi ve hukukun
ustiinliigiiniin gereklerine saygi
duyuldugu konusunda siiphelerin
giderilmesi gerekli.
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Thank you for the dialogue on this
difficult question!
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